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AMENDED WITNESS STATEMENT OF GCHQ WITNESS

L GCHO WITNESS, Deputy Director in the Government Ceoramunications Headguerters
E, (GCHQ), Hubtle Road, Chelterham, Gloucestershire, GL51 0EX, WILL SAY as fellows:

1) 1am Deputy Director Mission Policy at GCHQ. In that role, | am responaible for drawing
up the operatonal policies that underpin GCHQ's intelligence gathering activities and for
ensuring that they are complied with. | have been in this role since 5 January 2015, having
previously served as Depuly to my predecessor. | have worked for GCHQ ina vasriety of
roles since 1597,

2% 1am acthorised to make this witness statement on behalf of GCHQ. The contents of this
statement are within my own knowledge and are true to the best of my krnowledge and

belief. Where matters are not within my own knowledge they are based upon
documentation made available to me and from discussions with others within the
department.

3} Deocuments referred (o a5 exhibited to this statement are attached as Exhibit ‘GOHD 3.
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4) Further to paragraph 55 of the Investigatory Powers Tribunal's judgment of 17 October
2016 and paragraph 4 of the Tribunal's order of 31 Ocrober 2016, ! make this statement in
order 2
a) exhibit (for the convenlence of the Tribunal) relevant sections of pelicies/handling

arrangements relating to the sharing of BPD and BCD:

b) address the guestion as o whether GCHQ has, since avowal on 11 March 2015, shared
bulk personal data ("BPD") (or a sub-set of BFDY) with inlermational partners and/or
law enforcement agenciea (“LEAa™), and if so, what reskictions as lo lransler oc
use/retenton were impased by GCHQ: and

¢) address the question as to whether GCHQ has, since avewal en ¢ November 2015,
shared 5.94 bulk commun:cations data ("BCD") (0 a sub-set of BLD) with International
pariness and/or LEAs and If so, what restrictions 23 to transfer or use/retention were
imposed by GCHQ.

SHARING OF BPD AND BCD
51 1exhiblt the following as exhibit GCHO 3:

8} Pazagraph 15 of e Joint SLA BPO policy of Feb 2015;°

b} Paragraph 5.2 (1% bullet), paragraphs 6.0-6.7 and paragraphs B.1 ¢f the cross-S1A BPD
OPEN Handling Arrangements of November 2015,

¢) Sectlon 9 of the GCHQ CLOSED BFD Handling Arrangements;

d) Paragraphs4.4.1 to £.4.6 of the OPEN Handling Arrangements lor BCD; and

€] Section &.4 of the GCHQ CLOSED 94 Handling Arranpements.

f) Raw Datn Relense Request Form

B.SHARING OF BPIVBCD WITH INTERNATIONAL PARTNERS AND LEAs

&) Where members of foreign intelligence agencies are posted to GCHQ) as laisan officers
they are not glven access to any of GCHOY s cperational systems.

7} Were members of loreign intelligence agencies to be posted to GCHQ as integrared staff

then they would be required to agree that they would comply with the same polides and
safeguzards that GCHQ empleyees are required to comply with. Were GCHQ to make
any of {ts BPDs available to integrated staff from hason partriers and/ or law enforcement
agencies, or to grant access to systems containing BCD, GCHQ would require analysts to
have completed all relevant raining (including legalities training which would be
required to be in date), 10 be assessed as having sufficient anelysis skills, and to have all
necessary natonality and security clearances. All queries would be accompanied by
recessity and preporhonality statements which would be audited by GHOQ. Analysts
would be required to comply with GCHQ's Compliance Guide and other BPD/BCD
policles and eafeguards concerning acgess, retentan and use. The treatment of LPP and
journalistic material would be addressed in the required training, and as sct out in the
Compliance Guide. Such safeguards would put partner analyets on the same basis as
CGCHQ analysts,
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' B)

§) Were CCHQ to grant access to any of ibs systems cr databases containing BPD or BCD to

internaticnal pastners from thelr premises, it wozld be on the basis that all analysts given
accounts an the system or database would have completed all relevart maining.
inzluding in-date legalities training, and that they were assessed as having sufficent
aralysis skills together with all necessary natdonality and security dearances. All queries
would be required to be accompanied by necessity and preportionality statements which
woald be subject to audit by GCHQ. Analysts would be required to comply with GCHQ's
Compliance Guide (which addresses inter alia the treatment of LPP and journalistic
material) and all other extant BFD/BCD policies and safeguards concerning access,

relention and use,

e LK il chtéeations
Any data shared with other organisations would be shared on the basis that it mest

not be shared beyond the reciplent organization unless explicidy zgreed Inadvange,
or approved through the Action-on process. Acton-on is a process which is used by
each of the Agencles.

10 GCHQ operates on the basis that operational data of any sort may enly be shared ({ it is

necessary for one of GCHO's statutory functions, and, as far as GCHQ' intellipence
gathering function is concernad, in line with ene of the three purposes for which that
function can be exercised. This is set cut in GCHQ's Compliznce Guide. All sharing is
subject to compliance with all relevant legal safepuards, and these is a requirement that
recipients must accord the material a level of protection equivalent to GCH(Ys own
safeguards. The assessment of whether a partners safeguards meet this standard is a
matter for the Mission Policy team, inpartnership with departmental legal advisors and
other specialist teams as appropriate. As a matter of policy GCHQ applles the saleguards
required by RIPA to all operational data even If was not obtained under RIPA powers,
5o this is the standard that must be met. Sharing is also subject to policy approval by an
appropriately senior member of the Mission Policy team, unless an explicit delegation of
:ppmﬁ.l authority has been made. Policy approval may be subject to appropriate
Hltering or sanitisation of the data belng applied to protect gensitive material or equitics,
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11) The Complance Guide makes clear that In line with the RIPA Intercepton of
Communications Code of Practice, particular consideration should be given o cases
where confidential informatlon (which includes, inter alia, material that is legally
privileged, and confidential journalistic information) is involved. Special care must be
t2ken to ermsure that the sequisidon, analysis, retention and dissemination of such
material {z neccsmary and proportionate. This covers any sharing of such data with
partners. Any sharing of BPD in whole or in part is subject to formal approval by Depuly
Director Misslon Policy who will take into account the potential for such data to contain
canfidential information and ensure that this [s removed from the data to the extent
possible (e.g. by the removal of pariicular fialds from datasets) and will require the
application of addizonal or mare stringent saleguards where agpropriate.

HARM [ NDLU

12) BCD/BPD may be shared with industry partners where necessacy fer the purposes of
ceveloping and teshng GLHQ's operatonal systems. Indusiry partners are required to
specify the controls that they intend ‘o apply in relation to retention, use, examination
and destructen These conlrels are subject to approvel before sharing. The approval
process is set out ina request form attached as Exhibit ‘GCHOQ 3'. [t should be noted that
this form is also used to seek approval for the sharing of certain non BPD/BCD data in
specific circumstances,

13) GCHQ may share operational data (which might In principle include BPD/BCD) with
industry partners for the purpose of developing and testing new systems  Actual
operaticnal data would only be shared for such purposes if it were nat possible to use
standardised corpuses of non-operational data. Any shanng would be of the minimum
volume of data necessary to develop or test the system. In a1l cases the data weuld be the
feast intrusive dazm that can serve the purpose. For this reason ary data known or
believed to contain confidential {nformation would not be used; similar data that does
not contain such material would be used instead. Wherever possible deta shared with
industry partners will be held on GCHOQ premises, where most systems development
takes place, failing that the data must be held on secure and accredited corporate
premises in the UK.

14) All sharing of data with indusiry is recorded on a Raw Data Ralease Request form
{exhibited at Exhibic GCHQY) which must be completed by a member of GCHOQ who is
sponsoring the activites of the industry partner, This form (which is used for certain
other forms of data sharing which do not tnvelve 3PD or BCD) requires the spansor te
describe the purpose of the sharing and the details of the data they wish to release. If the
data is to leave GCHOQ premises they must specify where it is to go. and how It will be
transferred. The form requires the sponsar to detad] the name. organisation and iob title
of the individual who will take responsibility for the data on riceipt, haw many people
at the reciplent organisation will have access, for how long the data will be retaired and
what will be done with it once the project is completed. These requests are assessed
within the Mission Policy team and may be escalated up to the Deputy Director Mission
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Policy where appropriate. Mission Policy will assess coch proposz] to ensure that the

sharing is both necessary and propertionate, and may require modification of the request
IF there are concems about propartionality,

latame FTruth

| beliave that the facts stated in this witness sta lement are true.

r::-"‘.l"-{'ﬂ\! &,%%5

Dated. © Avenl. f:.-[’?‘
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NOTE: REDACTICNS ARE INDICATED [REDACTION] AND GI.STE ARE [N BOLD,
LNCERLINED AND ITALICS .

which s hoated. Thesa safeguards inCiuda (bt are not limited o) audis, protective
MErsanng regimes, Ine manageman oversight Taning ans cotes of presSoe:

*  The Agencies will lzke asprootinte dsciplinary action sgaingt any panon Sevifed %
ebusing of misvslng analytoal capahliies, EPD, o any nformason or iveligencs
Sl herarom.

15. Theza poficy stalements apply SlA-wide. Each Agency mazintaing :-ep«m::nf
cempemaniay Dclisy and guidance b aid stalf in the r3s of BPD and meetng mess policy
rasuiraments '

|
D. Sharing |+

k- All tees Agancles have a coreman interest in sequiting sns Imeregating BPD. Asa
princizla, oF three Agencies will seak iy acquira once and use many §mes, cn grounds of
business elfectivencss and officiensy The fallowing policy stalemaents'apply to tne Agensies.

= Vihen ghasting BPD be supplylng Agency must bo satisfied that it fs necessacy and
propertianats lo share the data with the ather Agancy!Mgancies; end the recelving
AgencylAgancies muslt be satsfled that it & nezessary end proportonats to scgqulme
tha data in questien. A leg of dala sharng will ba maintained by each agency;

* The sharing of BPD must be autherised in advares by a sanior individual witrn sach
Agensy, snd no action to share may be taken without such avthorisation,

¢« [REQACTION]

« BPD must ot be chared with nen-S14 (hisd parties withodt prior sgreement from the
pesuiring Agency;

= The Agencina may shase applcetions {which in turm cou'd provide access (o arather

Agonzy's BPD holdings) 83 juZped appicpriste i fne with 514 [nformatian safiey on
comMmissioning,

iT. Theie policy sislements apply SlA-wide, Each Agency maintsing upar..'r.a'
semplementary policy and guidance to 2id stalf in the process of sharing BPD and mosting
1Resa policy Rsubemants, J

E. Rotantion

18.  Tha Agencles revisw the necesslly and proporfonably of the continued refention of
BPD. Tho folowing potcy stalernents apply 19 the Agencies. '

» Each Agency has a review panel which wil revisw BPD reteation by that Agency. In
ol Ihréo Agencies, pacels £ cnce eviry six months;

= Thess panels wil lnvile represontatives fom each of tha slher Agercias b discuss
daia sharing (both data 2nd aspications granting accoss b BPD), assit comalatensy|

cf dacision macng across Agencies, and provda ler-Agency fesdbacik
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| including in particular what intelligence aim is likely to be met and how
. the data will support that objective,

< The proportionality of acquiring and retaining the data, Including In
particular whether there is a less Intrusive method of obtaining the data.

| When seeking authorisation to load a BPD into an analytical system for use,
| staff must satisfy themselves as lo, and explain:

< The purpose for which the BPD is required; and

< Tha nacassity and propertionality of using the BPD.

L] cific Pr r Tequards for Usa 5 1
Pearsonal Datasets Insl nialllgonce Sarvi

=1  Each Inlelligence Sarvice atiaches tha highest priority: to maintalaing date
securily and proteciive security standards Moreover, each Inteligonco Service myst
¢tlablish hancling procedures so 23 to ensure thet the integrity and confidentalty of
v Information in the bulk perscnal dataset held is fully protecied, and thal there are
adeguate safeguards In place to minimiza the risk of any misusa of such data and, in
e event thal such misuse ¢sturs, to ensure thal appropriate discipfnary action s
taken. In particular, each Inteligence Servica must epply the folowing protactiva
gacunty measures.,

» Physlcal security 1o protect any premises whare the informaticn may be
Bccossed,

o T security to minimise the risk of unauthorised aecass 1o IT sysiams,

» A security vetling regime for perscnnel which Is designed to provide
gssuranco thal thoso who have access 10 tWs materlal are reliabls and
trustworthy 1

£2 In relatien 1o informaticn in buk persenal dalgsots held, cach Inloligence
Servize is obliged 1o put In placa the felowing addtiongl measurps:

» Access to the informatian contained within the bulk persenal datasets must ba

strictly limited to those with an eppropriate business qul.ltil'ume:‘rl o usa these
data,

v Individuals must only access information within a bulk personal dataset H It s |

necessary for the performance of one of the statutery functions of the relevant
Inteligence Senice;

» I individuals ascess Information within a bulk personat datasel with a view Lo
subsoquonl disc'osure of that infermation, they must only access the relevant
infermation i such dsclosure B necessary for the performance of Lhe
statulory functions of the relevant Inteligence Senvice,:cr for the additionad
limited purposes described in paragraph 3 1.4 above;

+ Before occessing or disclosing Information, Indviduals' must also considar
whether doing so would be prepertionate (as described In paragraphs 4.4
asove end 8.3 belew) Fer Instance, they must consider whether other, l=3s
intrusiva mathods can be used to achisve the desired oulcame;




&.0 [ odur an fegua for Diaclo [l

outside the relevant Intelligence Service

8.1  [nfarmation in bulk personal datasels he'd by an Intaligance Sefv.ca may ony
se disciozed to persons outsida the relevant Service  the following cordilons are
et

¢ that the objectve of the disclasure falls within the Sannca's statulery functons |
of 5 for lhe pddtional Emited purposes sei oul In sechans 2(2){a) and £(2{a}
ol the I1SA 1904 and section 2{2){a) of the 5SA 108%;

« thal &t is nocessary 1o cisclose tha informaton N question in cider o |
achiave that odject!ve; |
+ [hal the glscicsure is proportionate to the ebjociva, H
i
+ {kat only o5 much of the infoemation wall ba ﬂm:ﬂnm'as is necossary 12
achiave tha: onjective |

When will disclosure be necassary?

6.2 In order 12 meet the ‘necessity’ requirement in relation 1o disclosure, staff mus! !
ta sausfied that disclosure of the bulk personal dataset Is ‘réally needed' for the
Furpese of discharging a statutory function of that Inteligence Sarvics .

The disclosure must also be “proportionate”™

£.3  The disclosure of the buk parsonal dalaset must elso be propertionate ‘o
the purpese in question. [n order 1o meet the 'proportionality’ requirement, staff must
ba satisfiad tnal the level of interference with the individual's right to privacy Is
|ustified by the benefit to the discharge of the Intelligence Sacvice's statulory
funstlons which is expested as a resull of disclosing the data and tha Importance of
the ckjoctiva to ba achleved. StaY must consider whether tHere is a reasonable
aternativa that will stil meet tha proposed objactive - ie which Invelves less
intrugion. For exampla, this could mean disclosure of Individual pleces of data or of a
subsot of data rather than of the whala 24l persenal dataset.

6.4  Befora cisclesing any bulk parsonal data, sta¥f must take reasgnable steps %o
ensure thal the inlanded reciplant organisation has and wil maintain satisfactony
arrangenents for safeguarding the confidandality of the data and ensurirg that d is
securely handied, or thal they have rece'ved salslaclory assurances from tho
ivended recipient organisation with respact 1o such arrangements.

8.5 These concitions must te met for all discosure, includng between the
irleligonca Servicos !

£5 These candivons for disclosure apply equally o the disclosure of an entive
bu'k personal dataset, a subset of Lha datasel, or an individual place of data frem tha |
Colasal. | I
8.7  Disclesure of tho whole (or a subset) of a bulk parsonal dataset is susiec: |
12 internal authorisation procedures in addition o those that apply 15 an Rem of data
The autharisation process requires an application 12 @ senicr manager designated for
the purpose, cescribiag the dataset it is proposed to disclose (in'whale orin part) and
seilng out the operational and legal justification for the proposed disclosure B'ong
with the cther information specified in paragraph 4.7, and whether any cavea's ¢
rastriclions should ba applied o the proposed disclosure. This (s so that the senior
manager can then corsider the factors in paragraph 8 4, wih operatioral, logal and
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pa'icy advice taken as appreprale. In difficult cases, the refavant Inteligence Servico
moy seex guidance or & decsion ffom the Secretary of State, |

When seecking to disclose the whole (or a subset) of a EFI:I atall must be
sailsfied that disclosure is: !

' |
| i
“ Justifled on the basis of the relevant statutory disclosure gateway.
< Dotormined 1o bo necessary and proponicnate to thn?uhﬁmuw.

% Limited to only as much information as will achieve the cblective.

% Authorlsed by a senlor manager or, In difficult case, the Secretary of
State.

7.0 Roviow of Ratention and Delatlon

Fs | Each riefigence Sarvicea mus! regularly review tho n;:-uml:mrnl and legal
justfization fer its continued retention and uso of cach bulk personal dataset,
Where the cantnued retenten of any such cata no longer| meets the fasis cf
nzcessity and proportionality, all coples of it held within the irelevant Inweligence
Sofdce murt be deletad or dastroyed. !

i i
72 The retention and review process requires consiceration of the foliowing |
factors’ i :

« Tha operatenal and legal justificasen for continued retentan, Including 'ts
necassity and propadtionality;

o ‘AWhaether such |nfarmation could ba cbtaineg alsewhaera through less intrushe

means

An assossment of tha vaiue and examples of use

Frequenzy of acquisition,

Thoa lavel ef intruslan into privacy; |

Tha exdent of poitical, corporate, or reputational risk; |

Whether any caveats or restrictions should be appliad 12 Fn-rl].-.wd retention,

- ® ® Ww @

—

For the purposes of retention, roview and deletion of BPD-sets, each
Intelligence Service must:

< Regularly review the justification for continued reténtion and use, |
In¢luding its noceossity and proportionality. : I

2 Dwolole a BPD after a declslon Is made that mtantinn or usg of i i3 no
langer necessary or propartionata.

8.0 Other management controls within the Intelligonce Sarvices

8.1  The acguisition, retentien and disclosure of a bulk persopal datasat 1s subject
te scrutiny in each Intallgonco Service by an internal Raview Fanal, whosa functian
ia to ensure that each bulk persanal dataset has bean properly ocquired, that any !
digclopura is properly justfied, that i refention remains ncm‘:lnnr',- far the pr'.'lpufi

g |



cigsharge of the relevant Sanvice's siatulory functions, and: Is prosordonaie o
achieving thai objactive .
82 Tho Reviow Pano! in gach Inteligenzoe Service meets alislx-manmy in‘arvals
are gra sompriced of senlar raprageniatives | from  Information
Geovemance/Comzliance, Cparational and Legal teams 1

83  Use of buls parsonal data by stalf is monitored by the relevant auds team in

each Imeligence Service in order 1o detect misuse or Mantfy activity that may give |
"ise 1o securily ¢oncemns. Any such dentified activity intiates a formal investipation

27ocess in which jegal oolicy and MR (Humsan Resources) input wil be requosted
where appropriate. Fadure 12 provide a valid justificalion for a search may resull in
dscipinany actian, which in the mos! sercus casas could l2ad fo dismissal and/or the
possixy of presacution

84 Al reperis on audi Invostigationrs are made a-mt!am? lo tha Inloligensa
Sorvices Commissioner for scruting (seae paragraph 10 balow)

3.5 3ialf within each Inialigencs Service wil keop their senlor leadership (a:

Director leval or above) apprised as approprigte of the relevanl Servize's I:-.::r-;l

parsanal data holdings and operations.

For the purposes of management control*

* A Revlew Panel In each Intelligence Service must meet at slx- monthly
intervals to review that Intelligence Sarvice's BPD holdings

% Stalf must Keep senior leadership (Director level or abeve) apprised of
EPD holdings and eperations.

5.0 Ministerial Oversight -

8.1  Each Inteligence Service will repert as appropriate on its bulk parsonal da‘a
naidings and operalions o the relavant Secretary of State {the Home Secretary In the
casa of tho Seocurity Service, and the Foreign Sacretary in the cass of SIS and
GCHO)

10.0 Quorsight by the Intolligence Services Commissionar

101 The acquisition. use, relontion end disciosure cf bulk porsonal datasels by tha
InleSigence Senices, and the management controls and safeguards ageinst misuse
thay put in placo, will ba overseen by the inteligenco Services Comurissionar on a
reguiar six-maniny basis, or as may be otherwse agrood betwean the Commissianes
and tha relavant Inteligenco Service, except where tho oversight of such dala
aleady fals within the statsloy remit of the In‘erception of Communizations
Commissioner ;

Hote: The Primo Minister's section 56A RIPA diroction was issusd oa 11 March 2015
Parag-aph 3 of this makes & clear trat the Commissionar's oversight extends not caly o e

pracical operaton of tha’ Arangements, bul alss lo the eooguacy of the Arrangements
amiaivas.

13.2 The Inteligence Services must ensure that thay ¢an demansirade o the
appropriate Commissioner that proper judgoments have baan mada on the necessity
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7.8 Intha case of syslems containing cperational data, spacTic detsils of individuals'
a:thities while accessing the sys'sm ara logged and are subjoct to audit. Susa logs cont
cetals of who was accessing the gystem, when, ans what they did while icgged In. Lise
are als2 required to provide a Necessity & Proporfenality Staterent (“NEP Statoment”) 1
senducting an analytizal search of the data In the system; an NAP Statoment gonalsts of
statament of the operational purpose of the search and an explanation of its necassity an
srzportionalily. Thesa justifications sre also loggsd and are subject to periocic aucits of
sgtimacy and afequacy.

7 2 GCHOQ's Lagal and Pelcy training Includes a sectcn on N3P Statemants. More delall

[n

ir

d

geidancs on how to formulste jzgitmate and adequate justifications is avallabie I 2l sta®f via

inks rem GCHQ's Complionce Guide.
E. Experimental Usog

£.1 Use of buk parsonal deta for an expesimental purpose, a.g davelopmor: of a novel
araiytical technique or testing a new IT syslem, potentally entalls an elevaled love! of rigs

to

the securty of the cata, Increased corporate risk and an additonal imterference with the risht

1o privacy,

8.2 Any proposed experimentel use of a bulk personzl dataset must ba authorised in
advance by tho misvanl GOHO sepior officials, A request for authorisation will be mads,
using the ralevant seclion of tho datasel's BPD form. W will deseribe the proposed activity

and explaln why il Is necessary and proporfionzte to usa butk persoral data for this p

It will alse include an essessment of the impast the exparimental u“ ts expecied 10 have on

tha rigks and intofarence mentoned abave,

8.3 Tna Authoriser wil consider the necessity and proportionality :.r tha proposed use, In

particular whethor It s genu’nely necessary to uss bulk personal dam for this purpose, given

ita intrusivenssa and the degree of corporate risk volved.

8.4 If the request to Lse the bulk personal dataset for the E"G;‘Cind sxparimental purpase
agproved, the Authorlsar may, at his/her discretion, set conditions of restristions on its use,
I the request Is refected, the dalasst must not be used for that purpbse The decsion ond
any conditiens ar restriztions must ba mcordad on the dataset's EIPE fermn |

2. iseloau i

9.1 Where the resulls of bulk porsonal dets analysis are disclosed %o partner or cusiome.

Is

organisaticns, this must ba dona via standard regating mechanisms, which ensuro raloase

o' GCHQ Inleligenca In a secure, accourlable, legally compliant manner.
9.2 If disclosura of a bulk parsomal datase!, or a substantial pnnﬁl&, Io @ pafner

organisation la contemplated, whather at GCHQ's or the pariner's h".mtf'.ru. tha prm:cl:uroig.

Eelow rwsst be followed:
3.3 Another S1A Agancy: ‘

9.3.7 If the preposed recipiont of tha dataset is ancther S1A Agency, thot Agency will (as
with any other eparational data) formaly request transfar of the data via the *Inte~-Agency
Sharing” (IAS) procass. As with authorisation to acquire a bulk personal dataset, this {
disclosure roguest wil ba considered and authorised (or relacted) b'J'

exvant GCHQ spaipr
afficials. Tho Authcriser's ceclsion end the reasons for it will be recorded on the datacel's

BP0 ferm, o5 well as on the [AS request form.

OFFICIAL
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[REDACTED]
24 Clher orgenisabions:

2.4.1 For any cther organisation. whether another UK partner or a [preign pastasr she
catasel’s Requester or Encorser wil submit a request for autherisation to diacisse. by modns
¢f the dataset's BPD ferm, Again, such resussis wi be considered by mlevant GOHE i
i:nE' :E‘F‘[E'E'

9.9 All requests for authorisation to dlsclosa must previde a persuasive justificalon far the
aroposed disclosure, in tarms o '
» s nocessity and proponicnakty, and !
+ 1hainteligenca or other oporalional bene thal is expecied 4o accrue 1o GCHQ anc

ine UK from tha discloeure, ' |

5.8 The Authoriser will consider !
» tha comént of the dataset the nature of the personal infermation & cortaing, i's |
intrushveness and sensithity, |

= 159 nalure and extant of the corparale risk the dleclasuro would entail:

« {he necessty and proportionalty of the disc osure, inciuging whether it is raaru..!!nl.tl',-'
neceEsary ang properionate o discicse tha whole datase:, or whather a subeat wil
mest the nesd; . !

» whether any caveats or restrickons should oo applied, and

= ‘he recelving crpanisation’s arrangements for safoguarding, using anc deleting the
dals — GTHQ will ssex ecditicnal reassurarcas fram the receiving croanisation In
:his regard, ¥ the Authoriser deems [t necessary.

[RECACTED]

10.  Continusd Retention

10.1 The ongoing relention of svery bulk parscnal dataset is reviewed at lanst avery 24
mahs by the Bulk Personal Data Retent'en Review Panel (tha Panal),

|
13.2 The Panel corslsts of galavant senlor GCHQ ofcials i
|

13.3 Representathws from MIS and 515 ave normaly invited to cbserva and contiouso 1o
d'seussions,

10.4 The Panel mesta every 8 meonths, typicalty in March and Seplemaer, 1o consider the
datasetls due for review and to review the funcfioning of tha bulk personal dataset ifa-cyclo
meanagamen processes. Discusgions, decisions and actions are minutad.

10.5 If a datasel's Requesior and Endoreer consider that a convinzing case can bs made to
jusfty the conlinued retention and exploitation of that dataset, they must submi 3 retention
regquest 1o ths Pane! by means of tha datasat’s BPGform If they do not belleve a convincing

case can be made, ey must arangs for the daletion of the dataset as scon 83 they reach)
Ihis conciusion

10.9 Inthe request, they muat justify tha interference with the right lo privacy caused by
GCHO's continuod retention and exploRstion of the dataset. Thay musl got et whyitis
genuinely necastary and propertionste to conlinue to retaln and usa tha data. This raticngdio
~wst be supported by concrets evidence, including specific examples, whaore posshle, of the
OFFICIAL "
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and vofting regime for stall. |

< LIimit access to those with appropriate business requirement.

+ Justily access to BCD on tho grounds of necessity and proporicnality,
taking into consideration collateral Intrusien and other less Intrusive
maothods of derlving the same Intelligence dividend. |

I

+ Ensure staff are approprlately trained, aware of uudlt functions and

warned ¢f disciplinary procedures resulting from misuse. i

4.4 Disclosura

4,41 Tne discicsure of BCD must ba carefully managed to cnkum that it only takes

piace when it is 'ustfled on the basis of the relevant statutory discicsure galeway
The discosums f.'tf an entime bulk communications datase: or a2 subset ousda S |

g'el 'genca Service may only bo authorisad by a Senior Official” or the Secrelary of |
fate.

4.4.2 Dsclosure of Inghvigual tems of BCD outside the relavant Inteligence Servica
may anly be mada If tha fellowing condilions are mat

= that the objective of the disclosure falls within the Scwml'a statutory functicns |
of is for tho additional imiled purposes set out in sectors 2(2)(a) and 4{2)(a) |
of the ISA 15904 and secten 2(2)a) of tha SSA 1988,

- Wkal B is necessary o disclose the information In guestion in orde: 1o
achiove that cblecthva,

- thatthe disc'osure is proportionste to the oblectve,

- that only es much of thae 'nformation wil be disclosed as s necessary to
achieve hat objectve i :

When will disclosure be necessary?

4.4.3 |nerder to meoot the ‘necessity’ requirement in relation to disclosure, staff in |
the relevent Inteligence Senvice and (as the casa may be) the Socrotary of State
musl be satisfiad thal disclosure of the BCD is 'roally needed’ for the pumpesa of
cischarging a s:atutory function of thal intelligence Sanvica,

The disclosure must also be “proportionate™

444 The disclesurs of the BCD must alag be prupur‘tiunm to tho purpose In
question.  In crder lo meet the ‘proporticnality’ requirement, 'staff in the relevan
Inteligenze Sorvice end (as the case may be) the Eﬂ'ataly of State must be

-

salisfied that the level of inferforence with the right to privacy of indviduals whose |
sommunicalions dota is bo'ng disclosed, bolh in rolabion to lublnﬂ.l af lnlﬂﬁ;arm
ntarest and In relation to other incividuals who may be of no intelligence interest, is |

justified by the benefit 1o the discharge of the In‘elligence Service's stuhr!nq.-.'

furctions which Is expected as a result of disclosing the data and the importance of |
the objective to be achieved. Staff must consider whather there is a reascnable
aiternative that will stll meel the proposed cbjectve - Le whith Invohms less
infrusion. For example, this could mean disclosure of individual plecos of

? Equivalert to & member of tha Senior Chvil Servica. .
T |




I
|
|
i
communications dale &r of & subsel of tho Bus communizatias= data raser than 1:[]
the whala buk communicatdons calaset !
445 Belore dsciosing any BCD, stalf must take ransanaba sleps to ensure that
the intended recipient organisation has and will maintain satsfactory arrangaments
far safeguarding the confidentiaidy of the data and ersuring thet i is sacurely
hanzled, or that they have received aatisfactory asacrances from e inlended
racipient arganisation with rasgect lo such arrangaments.

445 These condions must be met for all disclosure, Including Setween the !
intelligence Services and apply equally in making the dacision'to disclose an entire
BCD, a subsel of BCD, 27 an Individual plece of data from the ditasol

e

Dlazlesure of 3C0O must be:

% Justified on the basis of the relevant statutory disclosuro gateway;
“ Assesscd o be necessary and proportionate to the objective,

% Limited to only as much information as will achleve the abjective;
-:.

Authorised by a Senior Official or Secretary of State (entire BCD or a
subset). :

4.5 Reoview of Ongoing Acquisition and Retentlon, and Delatlon

451 Each Imailigence Service must regulary review, La 2t intervals of no less
thar s menths, tha operational and legal justfication for ts continuad retention and |
use of BCD This shaule be maraged through & review parel comprised of senlor |
representatives from information Governance/Compliance, Operational and Legal |
teams | |

|

|

4.52 The retontion end revienw proc0ss roquiros considorston of

- An assossment of the value and use of the dateset curing tha sercd under
raview ard in o historical contexd:

- the operclional and legal justification for ongoing acquiskian, continued
ratantion, including its rocessity and proportiona’ity; ;

- Tra extent of use and specific examples o ilustraze tha berafits, |
- Tre level of actual and coilateral Intrusion pesed by retention and explaitation,
- Theextent of corporate, legal, reputational or political Ask;

- Whather such Information could be acquired elsewhere through less intrusive
meens,

453 Should the review process find that there remains an cngoing case for
acculring and retaining BCD, a formal raview will be submitiad at intervals of no |ess
than six manihs for corsideration by the relevant Secretary of State. In the even! that
the Inielligence Sorvice or Secretary of State no longer desm it 1o ba necessary and
proportionale to acguire and retain the BCD, the Secretary ¢f State wil zancel the
relevant Section B4 Direction and instruct the CNP concamed 1o coaso supply. The
relevart Inloligence Service must thon task the technical team(s] responsible for
Relenton and De'etion wih @ view fo ensuring that any retained data is destroyed
and noldy the Inlercepton of Communications Commisshonor sccordingly
Corfirmation ¢f comploted dolotion must bo recorded with the! relevant Information
Govemance/Compllance team, ;




[REDACTED]

I

4.31% Al recerda of searches and queries, logether with the _accampanying Nap
siaicmonis, arg centaly logged and are subject lo parodic eudiss of their legtimacy|and
eceqJacy. Recorcs relating Ic section 64 data and related cemmunications date may ba
irspected by the Inlecepticn of Communizations Cammissionar |

a4 Authorization of Disclosure t
|

441 Whemn the results of cnalysing section B4 dota am disciesed o pariner or cus!
srpanisatons, this muil bs done via stendard (nlaffgapce reporting mechanisms, h
snsure thet GCHAQ Infelligence Is released In a secure, accountable and legaly sompllant
manner. 5

.42 N ciscicsure of a complate section 04 datasel, or o subslontia! part of &, 20 & sarnar
crpanisation is contemplates, whalhar st GCHO's or the partnara Inhiative, the pra o
baiow must ba foliowed

4.4.2 ¥ e propased reciplent of the datazet s angther SIA Agency, nat Agency will (as
wilh ary other operational data) formely requast lransfer of the data vi2 the “iner-Agency
Sharing” (IAS) procass. As with guthorisation lo acguins secton B4 data, this cisclojure
recuest will be considered and authorised (or rajecisd) by tha relayant GCI0 = Mi=ial
Thae Autheriser's decizion and the reasens for it will be rocordad on 1hu lAS form. |

[REDACTED]

448 Al requests for autherisalion 1o disclose musl provide a persussve Justification fa¢ the
groposed discosure, in lorms of;

= (s nacesslly and proportionalzy, end

« tha ntaligence benefil or othor aporational benafit that I: eroact=d 9 assrua io

QCHQ and tha UK fram the disclasure

447 The Auvthorizer will considern
= tho conlent cf the datasel. the naturn of any personal informaticn it contale, A
Infrushvanéss ang sonsidvity;
« tha nature and exient of the sorparate fisk the dinclosure would entail:
s 98 necessity and propadtionality of the disclosure, Iwu*m: whether it in genulhaly
recassary and progoriionale o disdosa tha whala d&tnsnt. af whather a subao] wiE
meet the need;
+ ‘whelher any caveats or reslichions shou'd be appled, and
« {ha recelving crganisstion's amangemests for salaguarding, us'ng and dalaling!ths
dota = GCHG wil seck additional reassurancos rom the ru-'ehm;t organsatier in
thia regard, i the Authoriser deems 't necessary,

[RECACTED] !
4.5 Data Retantlon, Review and Daletlon
[REDACTEDR] ’

. ; : |
4.5.2 A Review Panal conducts a comprehensive review of GCHQ's saction 234 data, and of
ke directions used to acquire the date, af six-menthly nlorvals. Tho review detarmipes

Gof3
[REDACTED]
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REQUEST TO RELEASE RAW DATA
[REDACTED] TO INDUSTRY PARTNERS
Updated Sopt 2016
MAME and TEAM OF REQUESTOMR:
DATE OF REQUEST: | |

] e

POLICY RESPONSE REQUESTEDBY: _ | |

| T e T T T T WG, 00 Yo 40 FaIGaRe TN Hata to? iy pet v e e R L T
[REDACTED] ) [REDACTED) | [REDACTED] _ =
|[REDACTED] |REDACTED] | INDUSTRY

[REDACTED]

[REDACTED]

OM COMPLETION, THIS FORM SHOULD NE EMALED fo:

[REDACTED)
For sharing with Industry please sand lo GOHO Policy [ram.

1af5

This infnenation b ewomp! from ascdsass under Ba Fresdom of Infrmaton Ao 2000 and may be subjed o srempdon undes ofted UK infomaton eg'slaton, Refar declssuore oguests 1o GCHO on B1242 221401
E30006 [non-sec) or =mall Infsleplochg
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[ SUMMARY, o e il T T e T N 0 T A B A T AT e I
What data do you want ta _..._...muaq _"_.._mmam Enrﬁn sﬁm of
data e.g [REDACTED]. Please include fachnica! delalls,

Wil 1hs bo o oneoff, repeated or orgoing requirement?

Planse provide context detalls on the [REDACTED] project

"Why da you want In send the data? [Please provide clear

business beneft, where applicable Include jystficafionand | o s

slalulony purposa NSIEC/EWS whers relavant)  What are Naticnal Security Sofious Crima Economic Wedk-Leing

tha expacted outputs? E

rm .n.J__.n any precedent for this request? (If so, please provide
alails)

2aof5

Thes mformation b exempl Fom disdoswe erder fa Frescom of Bformaben Ac 2000 and may Be subladt 13 exomption crider other UK Information legislabon. Refer dackauns recuests io GOHE on 04 347 721401
EI00E (nan-eec) or emal Filoke i ooy
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T % iy e ot o BT SR e L L} -y o g 3 e
Gﬂﬁﬂﬁzgﬁ-ﬁ_ﬁ T B R L T R T R e R A T R R G A W R L e 5

How much da Eﬁiﬁﬁnﬁﬂﬂuganﬁwﬂ_

Is the data selected of non-seleciod 7

VWhat Is the Protective Marking / Classificabion of the data?

Ia the duta cwned by GCHO? (I the data i not owned by
GGCHQ plensa identfy tha owner, and include fochyical
gofnis whena possibla. If owned by a collaborating agency,
pleasa stato which agency.)

| Will the: Identity of SIGINT targets ba apparent in tha data?

I 5 Ia tharo an iomad goproval form relevant to the
targols? = if 50 please provide details {Ea : e
Wil the means by which GCHQ has acquined the data ba
apparent to tho ecipient?

Haa the data been procossed by [RLDACTED]?
___mu.. please indude formal release approval (email) from

Is the clata from __wnn_rnqmn._u
If yeu, please includa formal relenss approva :E.uk_."_._ﬂ_ﬁ.:

| relovanlfvam, =
[REDACTED]

Jols

This information is eeemed S @edosurs e Be Freodorn of Inmnation As) 2000 and may b gubjoot 10 exermplion Lnder other UK indomafion iegidaton Refar dacioeuns mouests ta GOHD on 1262 22140
w3030 [mea-see] of omall infclepiinohg

| OFFICIAL
_..; &



OFFICIAL

e T = A R R T S R A S Ty R A Y B ORI
Wha will the data be _xcin&nnau_,ﬂnﬂnﬂ.._uii
arganisation, name and job tite.)

How many addiSenal peop's will require access 1o the
mlercepl and where are they from?

Plaanea provide tho level of clearance and indoctnnalion [(SC,
DV, STRAP atc ) for off reciplents mentoned abovo.
_mm_...__pn,-m...__ Please inchude detals of any [REDAGTED]
| bebelings required'received
What is the'r employment stabrs within thelr coganisaton
(employea, contractor efo )7

Whare will the data be processed? [REDACTED] Indus'ry
partner and IT systemn(s)

(Please ncludo datalls of system accreditation levels and
addisonal securily moasures in place lo protect the data,
how elassfcation will be implemented and provenance
details retained) ) .y
How will tho data bo sent there? (Please include detals of |
secure fransfer method fo bo used)

Egsﬁﬂinﬂuisﬁxﬁsﬁﬁnﬁggﬂ.

Wil he data be destroyed of iotumed to GCHO? (Fieane
include details ef deshiuclion processes in place i nol belng
retumed)

4aof5

This Irdonridion ks esempt from diedosure under the Froecom of Informstisn Act 2000 and ¢ Fray b subject to esempion unced ol UK Wonabion leglslation. Refer discasure regussts 1o GOHO an 81543 331459
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_M;w§+.%m_cﬂlar.m” (EOR APRROVERS USEONLY) 0 T T T R e O e e e R e e

i - | e

AUTHORISED BY: (NAME ANG DAT
PLEASE INCIUDE ANY,ADDITIONAL
The approver should siive the fo

This indormation |5 mxsmet from dizclosure undar e Frasdom of irfarmation Ad 2000 arel ray o soblect fo axerpion under atfar UK irfarnation laglilation. Reker desingure mguests £ CCHOD en 01247 221474
Eﬁgﬁguﬂgﬁ;rﬂﬂﬂf
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