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AMENDED WITNESS STATEMENT OF GCHO WITNESS

1 GCHO WITNESS, Deputy Director in the Government Coramuntcations Headquarters

e (GCHQ), Hubble Road, Chelterharn, Gloucestershire, GL51 OEX, WILL SAY as follows:

1) Tam Deputy Director Mission Policy at GCHQ. In that rote, am responsible for drawing,

up the operational policies that underpin GCHQ' intelligence gathering activities ard for

ensuring that they are complied with. have been in this ole since 5 Jansary 2015, having

previously served as Deputy to my predecessor. have worked for GCHQ ina variety of

roles since 1997,

2) Lam authorised to make this witness statementon behalf of GCHQ. The contents of this

statement are within my own knowledge and are true to the best of my krowiedge and

belief, Where matters are not within my own knowledge they are based upon

documentation made available to me and from discussions with others within the

depart

3) Documents referred to as exhibited o this statement are attachedas Exhibit ECHO
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4) Farther to paragraph 55 of the Investigatory Powers Tribar:

2016 and paragraph 4 ofthe Tribunals order of 37 October 201

order to:

Ys judgment of 17 October

rake this statement in

3) exhibit (for the convenience of the Tribunal) relevant sections of poticies/handling

arrangements relating to the sharing of BPD ard BCD:

b) address the questionas to whetherGCHQ has, since avowel on 11 March 2015, shared

bulk personal data ("BPD") (or a subset of BPD) with international partners and/or

law enforcement agencies ("LEAS"), and if so, what restrictions as to transfer oe

‘uts/zotention were imposed by GK

€) address the question as to whether GCHQ has, since avowal cn 4 November 2015,

shared 5.98 bulk communccationsdata ("BCD") (ora sub-set of BCD) with international

partners and/or LEAs and if so, whatrestrictionsas to transfer or se/ retentionwere

‘A. GCHO'S POLICIES AND HANDLINS NGEMENTS RELATING TO THE

tthe following as exhibit GCHO 3;

3) Paragraph 16 ofthe Joint SLA BPD policy of Feb 2015;

b) Paragraph 52 (49 bullet) paragraphs 60-47 and paragraphs 8.1 of the cross SIA BPD.

OPEN Handling Arrangements of November 2015,

e) Section 9 of the GCHQ CLOSED BPD Handling Arrangements;

e) Paragraphs 44.1 to 446 9f the OPEN Handling Arrangements for BCD; and

e) Section 64 of the GCHQ CLOSED #96 Handling Arrangements

9) Raw Data Release Request Form

B.SHARING OF BPD/SCD WITH INTERNATIONAL PARTNERS AND LEAS

6) Where members of foreign intelligence agencies ate posted to GCHQ as linison officers

they are not given access to any of GCHQ's operational systems.

7) Were membersof foreign intelligence agencias to be posted to GCHQ as integratedsalt

shen they would be required t agree that they would comply with the same polices and

safeguards that GCHQ employees aro required to comply with. Were GCHQ to make

ts BPDs valet integrated stafffrom son partners and/or law enforcement

agencies, or o grant accessto systems containing BCD, GCHQ would require analysts to

have completed all relevant training (including legalides taining which would be

requiredto be in date), to be assessed as having suficient analysis sl and t have all

necessary nationality and security clearances. All queries would be accompanied by

recessity and proportonality statements which wouldbe audited by GHCQ. Analysts

‘would be required to comply with GCHQ'5 Compliance Guide and other BPD/BCD

policies and safeguards concerning access, retention and use. The treatment of LPP and

Journalistic material would be addressod in the required taining, and as set out in the

Compliance Guide, Such safeguards would put partner analyets on the same basis as

GCHQ analysts
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8) Were GCHQ to grant access to any cf ts systems cr databases containing BPD or BCD to

international partners from their premises, it wouldbe on the basis that all analysts given,

accounts on the system or database would have completed all relevant raining,

including in-date legalities training, and that they were assessed as having sufficient

analysis skills together with all necessary nationality and security clearances, AUqueries

wouldbe required to be accompaniedby necessity and proportionality statements which

would be subject to audit by GCHO. Analysts wouldbe required to comply wahGCHQ's

Compliance Guide (which addresses inter ali the treatment of LPP and journalisic

materia) and all other extant BPD/BCD policies and safeguards concerning access,
relentien and use,

9) ils ecm moler cons nor deny whether the SUA bam nore to share or in fit d are
BPDARCD ru citizen icison partner or LEA, were we o dass would

. cit wrote reto sis ea

+ Amy data shared with other organisations would be shared on the basis that it must

pot be shared beyond the reciplent organisation unless explicitly agreed in advance,

or approved through the Action-on process, Action-on lea process which is used by

each of the Agencies.

10) GCHQ operates on the basis that operational data of any sort may only be shared if it

necessary for one of GCHO': statutory functions, and, as far as GCHQ's intelligence

gathering function ls concerned, in line with one of the three purposes for which that

Function can be exercised. This is set out in GCHQ's Compliance Guide: All sharing is

subject to compliance with ol relevant legal safeguards, and there is a requirement that

recipients must accord the materi à level of protection equivalent to GCHQS own

safeguards. The assessment of whether a partners safeguards meet this standard is à

mater for the Mission Policy team, in partnership with depestmnental legal advisors and

other specialist tramas appropriate. As a matterof policy GCHQ apples the safeguards
required by RIPA to sl operational data even if was not obtained under RIPA powers,

so this isthe standard that mustbe met. Sharingis also subject to policy approval by an

appropriately senior member ofthe Mission Policy team, unes an explicit delegation of

approvel authority has been made. Policy approval may be subject to appropriate

Filteringor sanitisation of the dats being applied to protect sensitive material or equities,
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11) The Compliance Guide makes clear that, in Une with the RIPA Interception of

Communications Code of Practice, particular consideration should be given im cases

where confidential information (which includes, inter alia, material tt ls legally

privileged, and confidential journsiisic information) is involved, Special care must be

taken to ensure that the scquisition, analysis, retention and dissemination of such

material le necessary and proportionate. This covers any sharing of such data with

partners. Any sharing of BPD in whole or in partis subject to formal approvalby Deputy

Director Mission Policy who will takeinto account the potential for such data to contain

confidential information and ensure that this is removed from the data to the extent

possible (eg, by she removal of particular fields from datasets) and will require the

application of addiucnalor more stringent safeguards where appropriate,

sia INDUS

12) BCD/BPD may be shared with industry partners where necessary fer the purposes of

developing and testing GCHQ's operational systems. industry partners are required to.

specify the controls that they intend to apply in relation to retention, use, examination.

and destruction. These controls are subject to approval before sharing. The approval

process is set out ina request form attached as Exhibit GCHQ 3o lt should be noted that

his form is also used to seck approval for the sharing of certain non UPD/BCD data in

specific circumstances.

13) GCHQ may share operational data (which might in principle include BPD/BCD) with

industry partners for the purpose of developing and testing new systems Actual

‘operational data would only be shared for such purposes if it were not possible to use

standardised corpuses of non-operational data. Any shanng would be of the minimum,

of data necessary to develop or testthe system. In all cases the data weusldbe the

least intrusive data that can serve the purpose, For this reason any data known or

ieved to contain confidential information would not be used; similar data that does

not contain such material would be used instead, Wherever possible deta shared with,

industsy partners will be held on GCHQ premises, where most systems development

takes place, failing that the data must be held on secure and accredited corporate

premises in the UK.

14) All sharing of data with industry is recorded on a Raw Data Release Request form

(exhibited at Exhibit GCHQ) which must be completed by a member of GCHQ who is

sponsoring the activites of the industry partner, This form (which is used for certain

other forms of data sharing which do not invelve BPD or BCD) requires the sponsor to
describe the purpose of the sharing and the details of the data they wish to release. If the

data is to leave GCHQ premises they must specify where it is to go, and how It will be

transferred. The form requires the sponsor to detail the name, organisation end job ile
of the individual who wall take responsibility for the data on receipt, how many people

at the recipient organisation will have access, for how long the data will be retained and

what will be done with it once the project is completed. These requests are assessed.

within the Mission Policy team and may be escalated up tothe Deputy Director Mis
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y where appropriate. Mission Policy will assess each proposal to ensure that the
sharing is both necessaryand proportionate, and may require modification ofthe request
iF there are concerns about proportonali

Statementof Truth,

I believe that the facts stated in this witness statement are true.

Sena, Crtuss

Dated. © Ml Ze(7
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[including in particular what inteligence aim Ts likely to bo mot and how
| the data will support that objective.

+ The proportionality of acquiring and rotsining the data, Including in

particular whether there is à less Intrusive method of obtaining the data.

| When seeking authorisation to load a BPO into an analytical system for use,
| staff must satisty themsolvos as to, and explain:

+ The purposefor which the BPD is required; and

+ Tho na ity and proportionality of using tho BPD.

Procedures and Safoguards for Uso of and Access to Bulk

51 Exch inteligence Service ataches the highest priority; to malntalning deta
security and protective securty standards Moreover, each Intoliganes Service must
establsh hancing procedures 50 as to ensure that the integrty and confentalty of
ne information in the buk personal dataset held s fuly protected,

adequate safeguards in place to minimise the risk of any misusa |

‘De event that such misuse occurs, to ensure that appropriate disspinary action ls
ken. In particular, each Inteligance Service must apply the folowing protects

ity measures,

* Physical securty to protect any premises where the information may be
sccassed,

+ T secunty to minimisethe risk of unauthorised access to IT systome

* A secuily voting rogimo for personnel which ls designed to provide

‘assurance that thoso who have access to tvs material are reliable and

‘rustworthy

$2 _ In relation to information in buk personal datasots held, cach intotigonce

‘Serviceis obliged to putin placathe folowing eddzional measures:

+ Access to the information contained within the bulk personal datasets must be

Sri limited to those with an appropriate business requirement to use these

sata, '

+ Individuals must only access information within a bulk personal dataset if ls |
necessary fr the performance of ono of the statutory functions ofthe relevant |

Inteligence Service;

+ Wircividuats access Information within a buk persona! dataset with a view to

subsoquont dsciosuroof that Information, they must only access the relevant|

information if such dscosure is necessary for the perfomance of the

statutory functions of tho relovant Inteligenco Servico, cr for the additional

limited purposes descied in paragraph3 1.4 above;

+ Before acceesing or disclosing information, Indviduals: must also consider
whether doing so would be proportionate (es described In paragraphs 4.4

above end 8.3 belew) Fer instance, they must consider whether other, less

intrusive mathods can be used to achieve the cosrod cutcomo,



50 Procedures and Safequardsfor Disclosure of Bulk Pe

ido the relevant Inteligen

84. Informason in buk personal datasets he's by an nteligence Service may ony
De disclosed to persons outside the relevant Service # the following cordilors are

“et

+ that the objectiveof the cisclosuro fas within he Sorvicos statutery functions

forthe addtional Emite purposesset out in sections 2(2)(a) and (243)
of the ISA 1994 and section 2(2)a) of the SSA 1989;

+ that & ls necessary to cisclose the information in ques

achieve that object

+ thet the eisciesureis proportionateto the object,

+ that only as much of the information wil bo disclosed as is necossary to

then will disclesure be necessary? |

82 In order to meet the ‘necessity’ requirement in relation to disclosure, staff must |
be satstied that disclosure of the bulk personal dataset is realy needed for tha|

purpeso of cischarging a statutory function ofthat Intetigence Service

The disclosure must also be “proportionate”

$2 The disclosure of the buk personal dataset must also be proportionate o

tre purpose in question. In orderto moet the "proporionaliy regulremert, staff rust

be satisfied trat tne level of interference with the inchidual’s right to privacy is

justos by the benefit to the discnarge of the Inteligenca Sovice's statitory

functions which is expected as a result of disclosing the cata and tha Importance of

the cbjociva to be achieved. Stat must consider whether there is a reasonable
alternativo that wil stil meet the proposed objective - Le which lnvelvas last

Intrusion, For example, this could mean disslosure of Individual pieces of data or af a

‘subset of data rather than of the whola 3.1 personal dataset

64 __Bofore cisclosing any bulk personal data, sta must take reasonable steps to
ensure that the intended recipient organisation has and wil maintain satisfactory

‘arrangements for safeguarding the confidentaliy of the data and ensuring that ie

securely handed, of that they have receved satstactcry assurances from the

Inenced recipient organisation with respactto such arrangements.

95 These cenctons must te met for all discosuro, including between tho
Inleigence Services i

$8, These consitons for disclosure apply equally to the disclosure of an onto
bul personal dataset,a subset of the dataset, of an individual place of data rem tho

ot.

Cisiesureof the whole (ora subset ofa bulk personal dataset is suzjs:|
«nal host procedures in ation te thse that apr o on fem at cata |

Tho autorisation process requires an apcaton to a sencr manager desgnatedter
tho purpose, ceserbingho Ctaset t's preposed to ie (n alo ori par) and
sera out the operational end legal ustieaton “e te proposed dicen 0975
wih the other information specified in paragraph 4.7, and whether any caveats |
resticione should bo appios to ho proposed daciogute, Ts 3 0 thal the soni
rango can then condor lo Yatra paragraph O, wh operateal oa ana



paley advice taken a In aicut cases, the relevant Intetlgonce Servico.
may seek guidenceor a dec sion fom the Secretary of State, |

When seeking to disclose the whole (or a subset) of a BPD, staff must bo

satisfiod that disclosura is:

Justified on the basis of the relevant statutory disclosure gatewa;+

& Dotorminod to bo necessaryand proporticnateto the objective.

+ Limited to only as much informationas will achieve the objective.

Authorised by a senior manager or, In dificult caso, the Secrotary of

State.

7.0 Roviow of Retention and Deletion

74, Each irtelizonco Sonica must regulary review the eporatonal and legal

Jisttaaton forks continued rotontion and use o” esen DU personal casse
Where the continued retenten el ary such cata no longed meets the testa cf
necessity and proportonaliy, al copies of held within the relevant Inteligence

Sono murt be costedor destroyed

72 The retention and review process requires consiceration of the following|
factors

+ To oporatenal and logal justfcaton for continued retention, Including its|

necessity ens proportion;

+ Whether such Information couldbe cbtaines elsewhere through less Intrusive

meons;

An assessment of tho value and examples of uso;

Frequency cf scquisiten,
‘Toa level Intrusion ino privacy;

The extentcf poltical corporate, or reputational isk; |
“Wnether any caveatsor restictions shouldbe appled to cortinuod retention,

|

For the purposes of retention, review and deletion of BPO-sots, each
Imteligenco Service must:

|

+ Regularly roviow the justification for continued ratention and use,

Including its necessity and proportionality

+ Deloto a BPD aftera decision ts jo that rotention or uso of itis no

longer necessary or proportionate, i

8.0 Other management controls within thoIntoligonco Services

[

8.1 The acquistion, retention and disclosure of a bulk persohal dataset Is subject
to seratiny in each Intollgonea Serves by an intemal Review Panel, whose function

is to ersuro that each bulk personal datas: has boon properly acquired, that any|
ainciguro a propery Justo, that ta rotonton romaina necessary for the proper|



siscrargo of the relevant Service's statutory functions, and, Is proporionste to|

achieving that objective

82 Tno RevowPanalin each Intoigonco Service meets a hemonthy intra
Sree compritod Of soni’ raposertatnes | tor Information

Govemaneeicsms once, Oreratona! avd Legal teams

23 Use of bulk personal data by sta is montored by the relevant aust team in
‘each inteligence Service in orderto cetect misuse or densfy activity that may glo

“ise to securiy conceras. Any such identified activity intiates a formal investigation |
process in which legal, soley and HR (Human Resources) input wilbe requostos

‘whore appropriate. Faure to provice a valid justfcation for a search may rosult in

dscpinary action, which in tre mostsercus cases could leadto dismissal andor the

assibtyof prosecution,

84 Al tepers on aust investigations are mado avalable to tho Intotigonco

Services Commissionor ‘or sersiny (sos paragraph 10 below)

2.5 _ Staff within each Inteligence Service will kogp their senior leadership (a
Director level or above) apprised as appropriate of tre relevant Service's tuk
personal data holdings and operations. |

For the purposes of management control

* A Roview Panel In oach Intelligence Service must meet at six- monthly

Intervats to review that Intelligence Service's BPO holdings,

+ Staff must koop senior leadership (Director level or above) apprised of|
BPD heldings and operations.

8.0 Ministerial Oversight

3.1 Each inteligance Service wil report as appropriate on ts bulk personal data
Ping and operations to he relovact Secretary of State (the Homo Secretary In te
¿za at tho Soovity Serve, and tho Foreign Secretary i the caso of SIS and

HQ},

10.0 Oversight by the intoligonce Services Commissionsr

10.1. The acqusiton_use.rotonon ond ssosure ef bu porsonal datasets by the
Intetigence Services, and the management contro's and safeguards against misuse|

y put in placo, wil be overseen by the inteligonco Services Commissioner on a |
feguiar sixmanmny basis, oras may be otherwise agraed betweenthe Commissione®|
and the relevant Intel Genco Servico, except where tho oversight of suen data
akendy fals wihin the statutory remit of the Intoccoption of Communications
Commissioner

Note: The Primo Minister’ sactian SSA RIPA ciecton was issues on 11 March 2015.
Paragraph 9 of tis makesE clan trt the Commissioners overight excon Pot cay to eo
procical operation of the’ Arrangements, but alo lo the scoqusey ol the Arrangoments
ame.

102 The Inteligenca Services must ensure that they can, demons
appropriate Commissioner that proper judgements have been mada on

10 |
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7.8 Inthe case of systems containing operations! data, specific detal of individuals"
ties while accessing the system ara logged and are subjectto audit. Such logs contin

details of who was accessing te system, when, ans what theydid while loggad In. User
aro aleo required to provide a Necessty & Proportenaliy Statomont (NSP Statement”f
corductog an anabieal search ofthe data nthe system: an NAP Statement consists of
statemant of the operational purpose of te search and an explanation of is necessity an
Frepationalty, Thess justiicatons are also lagged and aro subject to períocio acta of thelr

‘egtimacy and adequacy.

79 GCHO's Legal and Policy training includes a secten on NBP Statements. More cetalieg
(guidance on how to formulate legitmate and adequate justifications is avalabio te al etal via

inks from GCHO's Compliance Guido.

8. Experimental ee |

81 Use of bulk personal data for an experimental purpose, e.g davelopmort ofa novel |
fatigue er testing anew IT sele, poleniayaté an atoa love tr

the soci at nb daa, ineronsed corporate rek and an gdatoral terirenso wih te FLE
bre

82 Any proposed experimental use of a buk personal dataset must be authorised in

advance by the riavantGCHO senior oficiais. A reques: for auttorisation wil be made,
using the relevant section of the detaset's BPD form. It wil describe the proposed activity
and explain why itis necessary and proportionate to use bu personal data for this purpobo,

wi ala include an assessment of the Impact the experimental use ls expoctes to havo|

tho risks and intorforence mentioned above.

8.3 The Authorior wil consider the necessity and proportionaliy ofthe proposed use, In
particular whathor la genuinely necessary to use bulk personal data fr ths purpose,gen

Intrusivenosa and the degree cf corporate risk involved.

8.4 Ifthe request to use the bulk personal dataset for the proposod axporimontal purposo is.
approved, the Authoriser may, a hither discretion, set conditions of roatevens on ks uso,
the request Is refected, the dataset must not bo uted fer that purpose Ta docsion and

amy conditions or restistions must bo racordadon the dataset BPO ferm

9% Disciosu 
|

9.1 Where the results of bulk porscnal data analysis are discloses to partner er customer

organisations, this must be dona via standard reporting mechanisms, which ancuro reloago
o" GOHQ Intetigence in a secure, accourtabie, legally compliant manner,

92 M isosure cf a buk porsona dataset, or substantial part of à to a partner

genro ia contempinod, wher et GCHQ's orth panes nava, a procedures
‘below must be followed:

33 Another SIA Agency: j |

834 Ifthe proposed reciplan of mo dataset is ansihar SIA Agency that Agency i (as

‘nih any eteroperational data) fermaty request tansfar of tho data va the intorAgency,

Sharing (AS) process, As wit autorisation o acqure a buk personal dataset, ne
<telosure roquest wil bo considered and authored or reoctas) bj cal i

“The Autncrisare decision and the reasons fort wil be recorded en he datacor

BPO for, as wellas on the IAS request form.

OFFICIAL,
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REDACTED}

risstons: |
|tner organisation, whether another UK partner ora (brain pautas; tha

eatasers Requestor or Endorserwilsubmit a request for autnerisas
te BPD form, Again, such rc

angine

85 Allrequests for authorisation to lsclosa must provide a persuasive justffcaton forthe
proposed disclosure, in terms ot

+ Rs nocessty and proporicnatty, and

* the inteligence or other oporational bone that is expacted to acerve to GCHQ
the UK from tho discloeure,

98 The Authoriserwil consider |
* the content ofthe dataset the nature ofthe personal information & contains, is |

Irtrusiveness and senetlvty, |

+ the nature and extent ofthe corporato risk the dleclosuro would ental
+ the necessty and proportionalty ofthe ciscosure,inctueing whetheritis genuinoly

necessary and properionate to disciose tha whole dataset, or whaihar a subset wil
meet the need; |

+ whethor any caveate or rostictons should bo applied, and

+ the recelving crgarisason'a arrangements for safoguarding, using ane deleting the
data ~ GCH val sook acclicna! reassurarces from the receving orgarssalion in
this regard, the Autoriser deems it necessary

(REDACTED)

10, Continued Retention

10.1 The ongoing retention of avery bulk personal dataset is reviewed at least every 24
months by the Bulk Personal Data Reterten Review Panel (the Panal.

10.2 The Panel consists of galavant sentar ECHO tais

10.3 Representatives from MES and SIS are normaly Invited to cbserva and contista to
dreussiens,

124 Th Peet mat re menta, ay March apd Seamaer te ane |
Er an erate od rozan lod ste beensSasa
ne Dust Sosa e |

E
105 ita dataser's Requester and Endorser consider that a convincing case can ba made 4
Jussty the continued retention and exploitation of that dataset, they must submit a retention,
toquestlo the Panel by means of the catasers BPO form Il theydo nat believe a convincing
gaze can be mado, bey rust rango for he celeron af ne dataset as soon as thay reactis concusion |
109 Inthe requestthey must just the inaference with tha rg to privacy caused by |
CHA:continued retencon ana expotaion cf the dataset, Thay mue co! OM |
Seno necestary and prepertonste to continuo to reta and woo be a. Tre raiado
Fut bo supponesby concreto elenco, noucing specíi exame, where pesso, of it

OFFICIAL
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‘and vetting regime for start. T

+ Limit access to those with appropriate business requirement.

+ Justily access to BCD on tho grounds of necessity and proportionality |"
taking into consideration collatoral Intrusion and otherless Intrusive

methods of deriving the same Intolligence dividend.

& Ensure sta aro appropriately trained, aware of audit functions and
armgd of disciplinar procedures resuting rom misuse. |

44 Disclosure

4:41. Tne disclosure of ECO must be carefuly managed to enduro that t only takes.
piace whon it Justified on the basis of the relevant statutory cisc'osuro gateway
‘The d'scosure of an entre bulk communications dataset, or à subset, outs de tha|

Inteligence Servico may only bo authorised by a Senior Officio} or the Secretary of
State,

44.2 Disclosure of inclvisual tems of BCD cutsicothe relevant Intetigenco Service
may only be made Hfthe folowing conditions are mot:

- that tne objective of te disclosure falls within tha Serviea's statutory functions |
ex is for tha additional Emfod purposes set cut in sectaris 2(2)9) ang 462)(8)

‘ofthe ISA 1994 and secton 2(2Xa)of tho SSA 1988,

- that A is necessary to disclose tho information in question in order to

‘achlove that objectivo,

+ that the disclosure is proportionate to the objectve,

= that ony as much cf the information ml be disclosed, as ls necessary to

‘achieve that objectve |

When will disclosure be necessary?

4.4.3 In order to mot the ‘necessity’ requirement in relation to disclosure, staff in|
to relevant Inteligence Service and (as the casa may be) the Socro:ary of Stato

must be satisfed that cisclosure of the BCD is wally needed’ for the purpeze of

cischarging a siattory function of thal inteligence Senco,

The disclosure must also bo “proportionate”

444 The disclesuro ot the SCD must also be proportionate to lho purpose in

‘question. In order to meet the “proportonalty requirement, sta in the relevant

Inteligense Servico and (os tho coso may be) the Secretary of State must bo

sallsted that the level of itartoronco wih the right to privacy Bf individuals whose

communications data is boing disclosed, both in relation to subjects of inteligorce |
inierest and In relation to other Incivicuals who may be of ro inteligence intrest, ls |
justfed by the benefit to the discharge of the Inteligence Service's statutory|
‘uncdons which Is expected as a resul of disclosing the data afd the importance of

the objective to be achieved. Staff must consider whether there is a reasonable|
atermativo that wil st meet tho proposed cbjectvo - Lo which involves less|

intrusion. For example, ts could mean disclosure of individual plecos of

anki a rember of the Senor Chl Service.

7 |
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communications data or of a subset of tho bus communicate dato rater than of

the whole buk communicadons catases

|

|

445 Before d'sclosing any BCD, sia! must take reasonable stops to ensure
the intended recipient ergarisation has and wil maintain satstactory arrangements.
for safeguarding the corfdentaity of the data and ensuring that itis securely
handled, or that they nave received satifactory assurances from te intended

recplent organisation win respectto such arrangements.

446 These conditions must be met for all disclosure, including between the!
Inteligence Services anc apply equally in making the decision to disclose an ent

CD, a subsetof BCD, or an Inclvisualplaca ef data from the datasot

Disclosure of 8CD must be:

‘Justified on the basis of the relevant statutory disclosure gateway:

+ Assessed to bo necessary and proportionate to the objective,

+ Limited to only as much Information as will achleve tho objectiv

> Authorised by a Senior Official or Secretary of State (entire BCD or a
subse),

45 Roview of Ongoing Aequi jon and Retention, and Deletion

451 Each Intollgonco Service must regulary review, Le at intervals of no less.
than sx menths, the operational anc legal justfcation for ts continuos retention and
use of BOD 71 ged through a review panel comprised of senior
[opresores tom information GovernanenComplanes, Opratonal aná Loga!|
teams

|
4.52 Tho retention and review procoss roquios consider fon of:

+ An assossimont of the value and use of Ino dataset curing the pared under
review and in a historical context

+ the operational ars legal justifcaton for ongoing acquistian, continued
retention, including ts recessty and proportionaTy;

- Tre extent of use and specific examples to ilustrate the benofts,

+ The levei of actual and colateral intrusion posed by retention and exploitation,

- Theexent of corporate, legal, reputational or poltical risk;

- Werner such information could be acquied elsewhere through less intrusive
means,

453 Should the review process find that there remains dn ongoing caso for
acauiing and retaining ECO, a formal review wil be submited at intorvals cf ro less
‘han sx months for consideration bythe relevant Secretary 2f Stato, In tho event that
the Ineligence Servico or Secretary of Stato no longer deem R to be necessary and
Propotionato to acqui and retain tho BCD, the Secretary of State wil cancel the
‘elevart Section 94 Diecion and instruct the CNP concerned lo coasa supply, The
‘evant Intoligenco Service must thon task the technical teams) rosponstio for
Retention and Deletion wth a Vw to ersuring that any retina data is destoyod
and not tho Intorcopion of Communestione Commissioner sccordrsly |
Cortimation ef completed dolotoa must bo recorded witn the relevant Information
Goveranca/Complansa team,



[REDACTED]

43.18 All records of searches and queries, together with the accompanying NEP
Statervonts, aro centaly logged and are subject to periodic muss of their agtimacy|an

ecequacy. Recore’s relating to section Sá data and related communications cela may Da
inspected by tha Intexsepticn of Communications Cammissionar

44 Authorisation of Disclosure |
44 1 Where the rezuts of analysing section 04 data are cisclosod to partner or oust
ergarisaions, this must be dene vio stendard falatigence reporting mechanisms, wish

ensure thet GCHG inteligencs is released in a secure, accountable ans logaly compliant

manner.

442 i clsciosure of a completo soston 04 datacct, or a cubstanto! part of 4, to a partner

crgênisaton is contemplates, whethar at GCHA's er the partner's Iniatvo, the procedures

Below must be folewed.

443 line proposed recipient of the dataset is another SIA Agency, that Agency vil (as

vith any other operational data) farmaly request transfer of tho data via the “inerAgóney

Sharing’ (AS) proçasa. As with azhoraion to acquire socio Dé cata, tia ados
rocuest wil be considered and authorised (or rajoctes)by ficial
“ihe Autorà coc'sion andthe rengone for fi ba cosorded oa 109 IAS oat i

[REDACTEO]

448 A roguests lor auhosatno disclose must providea persucaivoJustficaton ft tro

Ercposea dacoscre, norma ct i
+ is nesesety and propane, and

+ tng rialigonce boreft or ether aporatenal bene that is expected so acer1
Sea aná tho Uk rom e decanta

44.7 The Autoriserwil consider

+ tho content cf the dataset, the natura of any personal information it eontaing, te

Inrusiveness ang tonsitvay;

+ tha nature and extent ofthe corporate risk the disclosure would ental;

+ tha necessity and proportionality of the disclosure, Inclusina whether it's genulhely

necessary and proportionate to disclose the whole dataset, ot uheinera suso; a

meet the need:

+ whether any caveats or restrictions shou'd be applod, and

+ the recelving organisation's amangemerts for eafeguarcing, using and deleting! ho
dota ~ GCHO wil sock eddtional renssurancos from the recehang organisate in

tna regard, he Authoriser deems necessary.

IREDACTED)

4.5 Data Rotentlon, Reviewand Deletion

[REDACTED]

452 A Review Panal conducts a comprehensive review of GCHC's secton 34 data, an

Ihe Grectons used to acquire the cata, at sixmenthly intervals, | Tho review deter

6013

[REDACTED]
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